€ SHIP

1 SHIP Release Notes SHIP 1.5.0

2 Main Focus

The main focus of the SHIP Release 1.5.0 is:

» Connectivity Tests to make it easier to detect connectivity issues while adding a new participant
» Enhanced Admin Ul of the ship connector including a bulk edit mode for the message type configuration
» Enhancements for the operation of the ship connector
» Soft delete messages in order to fix a broken treatment case
» Cluster several connector nodes in order to configure load balancing and failover
* White paper on how to cluster your MySql Database (Will be delivered End Now 2021)
» Check if a response to a sent message comes from a connector or a different network component in order to
enable a retry if the message has not reached the receiving connector
 Easier installation and configuration for participant system pulling the messages
» Command line tool for RAC installation

3 Detail Information

3.1 Changes of Connector release ZIP artifact

The folder and file structure of the Connector release ZIP artifact has changed to ease the setup of the
SHIP Connector. With the new structure it's not required anymore the extract multiple ZIP files and copy
individual files or directories around as it is more aligned to the target installation folder structure.

The new structure for the Connector is as follows:

ship-connector-<version>.zip

* /connector

* /repo
application-connector.properties
run-Admin.bat
run-Admin.bat
run-SenderAndReceiver.bat
run-senderandreceiver.sh
ship-connector-admin-service.exe
ship-connector-admin-service.xml
ship-connector-admin.service
ship-connector-messaging-service.exe
ship-connector-messaging-service.xml
ship-connector-messaging.service
ship-web-service-admin.jar
ship-web-service.jar
» /database
* /tools

3.1.1 Removal of application-env.properties

In the past we delivered two application properties which could be used to configure your SHIP
Connector that were redundant to a big extent.

We decided to remove application-env.properties and just keep the application-connector.properties.

You still can split the properties file if you wish.

3.1.2 Removal of setup.sh

This file was outdated and was removed from the release package.
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3.1.3 Changes in specifying to which environment to connect
The property 'app.environment' has been removed from application-connector.properties.

Instead, the Central Service URL needs to be set to 'app.registry.central-service-configuration.URL".
The possible values are listed in application-connector.properties.

3.2 Changes of RAC release ZIP artifact

The folder and file structure of the release ZIP artifact has changed to ease the setup of the SHIP RAC.
With the new structure it's not required anymore to copy individual files or directories around as it is
more aligned to the target installation folder structure.

The new structure for the RAC is as follows:

ship-rac-<version>.zip

» /rac

/uiConfig
application.properties
run-rac.bat
run-rac.sh
ship-rac.exe
ship-rac.jar
ship-rac.service
ship-rac.xml

« Jexistdb

/<exist-db-folders>
existdb.exe
existdb.service
existdb.xml

3.2.1 Amendments needed in start scripts and service files

There are some variables in the configuration files that need to be replaced before the application can
be started.

File Variable

existdb.service ${IinuxServiceUser} Replace with the username of the systemctl service
${existDbDir} Replace with the eXistDB installation folder

run-rac.bat ${javaExecutabIe} Replace with the Java 11 executable

ship-rac-xml ${javaExecutable} Replace with the Java 11 executable

run-rac.sh ${javaExecutabIe} Replace with the Java 11 executable
${racDir} Replace with the RAC installation folder

ship-rac.service ${IinuxServiceUser} Replace with the username of the systemctl service
${racDir} Replace with the RAC installation folder

3.3 New Media Type xml;charset=UTF-8

The media type xml is formatted as xml and encoded as 1ISO-8859-1 (ANSI) when the connector sends
it to an internal system configured with the media type application/xml.

In order to enable an UTF-8 encoded transmission of xml formatted data the new media type
"application/xml;charset=UTF-8". With this additional entry the default is preserved but it is also possible
to send xml according to the charset indicated in the xml tag.
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3.4 Handling of filenames for the attachments

In order to prevent issues during the exchange of files we decided to restrict the characters that may be
used. If your participant system passes filenames that contain other characters than the following the

connector will not send the file:

* Uppercase letters
* lower case letters
* numbers
« underline

3.5 Changes in Web Services

Component State
Sender New
Receiver New
Sender Moved
Sender Removed
Sender Removed
Sender Deprecated
Sender Deprecated
Sender Removed
Sender Removed

Endpoint

/ship/api/1/0/ping/{participantGIn}/
{tenantGIn}

[ship/api/v1/c2c/ping/{participantGIn}

Iship/api/1/0/ping/centralservice/
{participantGIn}

/ship/api/1/0/messages/test

/api/1/0/translations/{language}
/api/1/0/translations/{language}.cs

/api/1/0/translations/{language}/{code}

/api/1/0/participants

/api/1/0/participants/{participantGIn}

/api/1/0/participants/costbearer/
{costbearerld}

/api/1/0/participants/careProvider/
{careproviderld}

Description

Ping endpoint called by the AdminUi that
does an end-to-end ping to test new
onboarding connectors:

+ It will call the {participantGIn}'s receiver
ping endpoint /ship/api/v1/c2c/ping/
{participantGIn}

Ping endpoint called by the Sender's ping
method /ship/api/1/0/ping/{participantGIn}/
{tenantGIn}:

« It will call back to the {participantGin}'s
receiver ping endpoint /ship/api/v1/c2c/
ping

Ping endpoint called by the AminUi to verify
central service verify connectivity:

* Was moved from /shipfapitt/Oiselftest/
(partici i)

Used to test a connection to the connector.
Replaced by the new ping interface

This endpoint was used to load the
translations for the RAC. As the translations
were moved into the RAC Application this
endpoint is no longer needed and was
removed.

Get All Participants
Use /api/2/0/participants instead

This endpoint offers additional filtering
capabilities, but can be used identically as
the previous version

Get Single Participant
/api/2/0/participants/{participantGIn}
The following attributes have been removed

costbearerList
careProviderList
certificateList
connectorList
processSupportList

Get Costbearer Information

Get Careprovider Information
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Component State Endpoint

Send Removed
ender emove Japi//O/validate/validCostbearer/

{costBearerld}/{role}/{timestamp}

/api/2/0/validate/validCostbearer/
{costBearerld}/{role}/{timestamp}

Send Removed
ender v /api/1/0/validate/validCareprovider/

{careproviderld}/{participantRole}/
{timestamp}

/api/2/0/validate/validCareprovider/
{careproviderld}/{participantRole}/
{timestamp}

Send Removed
ender emove /api/1/0/validate/

validParticipantCostbearerldCombinatio
n/{participantld}/{costbearerld}/
{timestamp}

/api/2/0/validate/
validParticipantCostbearerldCombinatio
n/{participantld}/{costbearerld}/
{timestamp}

Send R d
ender emove /api/1/0/validate/endpointinfo/

{participantld}/{timestamp}

/api/2/0/validate/endpointinfo/
{participantld}/{timestamp}

Sender Deprecated
P /api/1/0/validate/messageExists/

{containerld}/{conversationld}/
{messageld}/{messageSequence}

/api/2/0/validate/messageExists/
{containerld}/{conversationld}/
{messageld}/{messageSequence}

Send Deprecated
ender eprecate /api/1/0/validate/messageExists/

{containerld}/{conversationld}/
{messageType}

/api/2/0/validate/messageExists/
{containerld}/{conversationld}/
{messageType}

Send Deprecated
ender P /api/1/0/validate/isUniqueMessageld/

{conversationld}/{messageld}/
{messageType}

Send Deprecated
ender P /api/1/0/validate/checkvalueset/

{valuesetName}/{timestamp}

/api/1/0/validate/checkvalueset/
{valuesetName}/{dataValue}/
{timestamp}

/api/2/0/validate/checkvalueset/
{valuesetName}/{dataValue}/
{dataParam}/{timestamp}

/api/2/0/validate/checkvalueset/
{valuesetName}/{dataValue}/
{timestamp}

Sender Deprecated /api/1/0/features

Description

Validate Costbearer

Validate Careprovider

Validate Participant Costbearerld
Combination

Fetch Participant info

Message Exists Check

Use /api/2/0/validate/messageExists/
{containerld}/{conversationld}/{messageld}/
{messageSequence}/{senderGLN}/
{receiverGLN} instead

Message Exists Check

Use /api/2/0/validate/messageExists/
{containerld}/{conversationld}/
{messageType}/{senderGLN}/
{receiverGLN} instead

Check Messageld is unique for
conversationid and messageType

Use /api/2/0/validate/isUniqueMessageld/
{conversationld}/{messageld}/
{messageType}/{subprocessld} instead

(subprocessld is optional)

Validate Valueset

Use /api/2/0/validate/checkvalueset/
{valuesetName}/{timestamp} instead

Returns a static response.
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3.6 Defined IP Ranges

Definition of Outgoing: These are the ranges from which the Sasis Services communicate so this means
these are incoming IPs for you as participant

Definition of Incoming: These are the ranges on which the Sasis Services are accessible, so this means
these IPs must be reachable for your systems as a participant

Description Range IP’s

Outgoing Proxy IPs 128.127.50.0/24 Host-Min: 128.127.50.1
REF/PREFLIGHT/LIVE Host-Max: 128.127.50.254
Connectors & RAC Hosts/Net: 254

Outgoing Proxy IPs (Disaster) 185.27.186.0/24 Host-Min: 185.27.186.1
REF/PREFLIGHT/LIVE Host-Max: 185.27.186.254
Connectors & RAC Hosts/Net: 254

Incoming & Outgoing WAF IPs 194.31.207.0/24 Host-Min: 194.31.207.1
REF/PREFLIGHT/LIVE Host-Max: 194.31.207.254
Connectors, RAC, Central Service & EmailBridge Hosts/Net: 254

3.7 Known Issues

* RAC: Supported Message Versions are not displayed correctly (shown is "1.2.0, 1.2.1", but supported are 1.2.2 and
1.2.3). This issue will be fixed for 1.6.

3.8 Ticket Overview

3.8.1 SHIP Connector

CSC-713/Connector Retry: SSL issues, Proxy issues, encryption issues als "Recoverable after some
time" behandeln

CSC-6643/Kommunikation von SHIP-Connectoren: Priifen der Responses, ob sie wirklich von einem
Connector stammen

CSC-19953/ Oracle DB Probleme beim Einsatz 1.4.2: Oracle Treiber aus Installation entfernen
CSC-26500/ Meldungen uber die REST Schnittstellen werden nicht Gber UTF-8 weitergegeben
SHIP3-2189/ Empfangender Connector kann AnhArnge mit Leerzeichen im Namen nicht herunterladen
SHIP3-2075/ Attachment Download Filenames und originale Filenames technisch separieren
SHIP3-1452/Validate Endpunkt anpassen, dass UniqueMessageld wirklich auf alle vorhandenen
Messages pruft

SHIP3-1748/ Gepagte Abfragen der Valuesets, damit der Sync den Connector nicht ans Limit des
Memories bringt

3.8.2 SHIP RAC
Budfixes and Updates

3.8.3 SHIP Business Rules

Budfixes

CSC-24304/ Optionales Feld messageAuthor-> date wird zur Validierung benétigt

SHIP3-2398/ eCH-0237: RAC zeigt Datum des Subprozesses in Dropdown "Mdgliche Aktionen" falsch
an
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SHIP3-2206/ Performance Tuning RAC
SHIP3-1962/ Connector Verbindungstest - Connector zu Connector- Fix CS http method

3.8.4 SHIP Message Forwarding (Automation Component)

No changes

3.8.5 SHIP RAC Ul Config

No changes

3.8.6 Documents
SHIP_Messagespecification. Corrected links in messages to message basis
application regulations: determination for bulk mailing including resorting of the topics

SHIP_Betrieb. Uberarbeitet, Supportprozess, Umgebung und Betrieb, UserGroup

3.8.7 SHIP ReferenceData
SHIP3-1265/ RAC Translations von CS in RAC verschieben und Text Translations aus CS entfernen

4 \ersions

4.1 Currently valid versions
The following overview shows the currently used versions.
For SHIP-Standard. See www.ship-standard.ch

For SHIP-services. See www.ship-services.ch

Components Released Version Compatible Versions Storage Location
SHIP Services
. 1.5.0 SHIP-Standard
SHIP Connector RAC 133 andar
Message Version 1.2.2,
1.2.3
» SHIP Connector Database part of SHIP Connector
same mySQL
. 1.5. HIP-st
SHIP RAC 5.0 Connector 1.4.2 S standard
Message Version 1.2.2,
1.2.3
« SHIP RAC Database same existdb part of SHIP RAC
» SHIP Message Forwarding 1.4.1 used for Message SHIP-Standard
Version 1.2.3
+ LDAP /AD Interface part of SHIP RAC
« SHIP Central Services 1.5.0 part of SHIP Infrastructure
. i N 1.2.2
Business Rules eCH-0236 part of SHIP Connector (from
Central Service)
and SHIP-services
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Business Rules eCH-0237
SHIP Referencedata ValueSet

SHIP RAC Ul Configuration eCH-0236

SHIP RAC Ul Configuration eCH-0237

API Interface Admin API
API Interface Sender API
API Interface Central Service API

API Interface Receiver API

Documentation

eCH-0234 — SHIP
Data standard benefit cases
Administration Healthcare

eCH-0235 — SHIP Message standard

eCH-0236 — SHIP Process standard
"Hospital stationary”

eCH-0237 — SHIP Process standard
«Care»

Data protection
implementation
recommendation

Data protection proof

IT Security-Concept (including SaaS)
application regulations

Message specification

RAC User Guide

Third-Party-Produkte
mySQL - Windows
mySQL - Linux
eXistDB

Java - Windows
OpendDK - Linux

the Colored Objects are available in a new Version.

RED are mandatory changes
Changes should be adapted.

Changes can be adapted

1.2.3

1.0.3

2.0 (previously
named 1.2.2)

2.1 (previously
named 1.2.3)

1.0
1.0
1.0

1.0

1.0

1.0,1.1

1.0

1.1

2.0

8.0
8.0
5.1.1
1"
1

part of SHIP Connector (from
Central Service)

and SHIP-services

part of SHIP Connector (from
Central Service)

and SHIP-services

part of SHIP RAC

part of SHIP RAC

part of SHIP Connector
part of SHIP Connector
part of SHIP Connector

part of SHIP Connector

eCH

eCH

eCH

eCH

SHIP-services

SHIP-services
only on demand
SHIP-services
SHIP-services

SHIP-services

part of SHIP Connector
part of SHIP Connector
part of SHIP RAC
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4.2 Supported SHIP versions
With the new SHIP Version 1.5.0 the support for SHIP Version 1.3.0 ends. Affected components are:

» SHIP Connector in version 1.2.1

SHIP Version Date Connector RAC Business Rules
eCH-0236 eCH-0237

SHIP 1.5.0 04.11.2021 1.5.0 1.5.0 eCH-0236 V1.0 - Message eCH-0237 V1.1 - Message
Version 1.2.2 Version 1.2.3

SHIP 1.4.2 22.04.2021 14.2 1.3.3 eCH-0236 V1.0 - Message eCH-0237 V1.1 - Message
Version 1.2.2 Version 1.2.3

SHIP 1.3.0 08.01.2021 1.21 1.3.3 eCH-0236 V1.0 - Message eCH-0237 V1.1 - Message

Version 1.2.2

Version 1.2.3
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